YEPHACHKHI AEPHABHHI HAXOBHH

bISHEG-KONEAHK
PIK 3ACHVBAHHA - 1966

BiggineHHs 6akanaBpCbKol NigroToBKM

Kadenpa iHpopmaLinHNX, MynbTUMELINHUX TEXHOIOrIN
Ta ausarnHy

CUNABYC

Ba3soBa iHchopmauis npo aucuunniHy

Haspa I[I/ICIII/IHJIiHI/I

CE029 / Ilu¢pposa 0e3nexa / Digital Security

PiBenn ¢axoBoi nepeaBuioi
OCBiTH

daxoBuii MOJIOAIMINN OakaiaBp

I'any3b 3HaHB

D «bi3nec, agmiHicTpyBaHHS Ta IIPaBO»
07 «YnpaBiiHHS Ta aAMiHICTPYBaHHS»

CrneniajgpHicTh

D1 OO6uik 1 ommogaTKyBaHHS
071 «O0iK 1 OMOAATKYBAHHSD)

OceiTHBO-IpOdeciiiHa mporpama

OO6mik 1 OrToIaTKyBaHHS

Cemectp

4 cemectp (2 kypc 9 ki), 2 cemectp (1 kypc 11 ki)

Kype

1 (na 6a3i MOBHOT 3arajibHOI CEPEHBOT OCBITH)
2 (1a 6a3i 6a30BOi CEpeHBOI OCBITH)

AHoOTaNif Kypcy

HapuanmpHa jgucumiuliHa — 30Ccepe/PKeHa Ha  BHBYCHHI
ckIasoBux IudpoBoi Oe3nmeku Ta 3axXUcTy iHQopmarii, a
TakoK ix kiacudikamii Ta xapakrepuctuku. B mporeci
BUBYEHHS KYpCy CTYAEHTH O3HAHOMIISTHCS 3 CyYaCHUMH
POTPaMHO-TEXHIYHUMH 3aco0amu 3abe3mneyeHHs nuppoBoi
Oe3IeKy; HaBYAThCsI BHUSABJISATH OCHOBHI 3arpo3u mudpoBoi
Oe3meku, aHaTi3yBaTH 1  BUKOPUCTOBYBATH  THUIIOBI
Kkpuntorpadiuni 3acobu Ta METOaU 3axXUcTy iHpopmarii, y
TOMY YHCJIi €IeKTPOHHUHN HUGPOBUI MiANKC, aHTUBIPYCHUI
3aXHUCT.

Cropinka kypcy B MOODLE

http://78.137.2.119:2929/course/view.php?id=791

MoBa BUKJIaJaHHSA

YKpaiHCbKa

JlexTop Kypcy

bpeyc P.B., Bukiianay, KaHj.T€X.HayK
ka"anm komyHikaiii: CIIH «Moodle»: moBimomiieHHs B 4ati
E-mail: breus.roksolana@gmail.com

Micue AMCHMILTIHM B OCBITHiN mporpami

OceiTHBO-IPpOdeciiiHa mporpama

http://csbc.edu.ua/documents/otdel/obl25.pdf
http://csbc.edu.ua/documents/otdel/obl24.pdf

IepeJtik 3arajbHUX
kommneTeHTHOCcTelH (3K)

3K 05. 3HaHHS 1 pPO3YMIHHS TPEIMETHOI 00JiacTi Ta
PO3yMiHHS MPO(eciitHOT NiAIBHOCTI.

3K 06. 3naTHICTh 3aCTOCOBYBATH 3HAaHHS Yy MPaKTUYHUX
CUTYaIlifX.

3K 07. 3parHicTh BHKOpPUCTOBYBAaTH I1H(OpMaliiHi Ta
KOMYHIKaLlii{HI TE€XHOJIOTI].

3K 08. 3pmatHicTh A0 MOIIyKy, OOpOOJEeHHS Ta aHali3y
iHdopmalii 3 pi3HUX JKEped.

IepeJtik cneniajbHUX
komnereHTHOcTel (CK)



http://78.137.2.119:2929/course/view.php?id=791
mailto:breus.roksolana@gmail.com
http://csbc.edu.ua/documents/otdel/obl25.pdf
http://csbc.edu.ua/documents/otdel/obl24.pdf

ITepenik mporpamMHux
pe3yJbTATiB HABYAHHS

PH 07. 3acrocoByBatn cy4acHe iHdopmMmaliiiine Ta
nporpamHe 3abe3nedeHHs Jyisl OTpUMaHHs i1 00pOoOKHU JaHUX
y chepi ¢inaHciB, OaHKIBCHKOi CIpaBH, CTpaxyBaHHS Ta
(GOHIOBOTO PUHKY.

PH 08. 3pilicHioBaTH MOIIYK, Bif0ip Ta ONpalfoBaHHA
iHpopMmanii 3 pi3HUX JpKepen y mporeci mpodeciitHol
JUSJIBHOCTI.

PH 15. JlemoHCcTpyBaTH HaBUYKH CaMOCTIHHOI poOOTH Ta
po0OoTH B KOMaHJi, THyYKOTO MUCJICHHS, BIJIKPUTOCTI N0
HOBHX 3HaHb

Onuc TMCHMILTIHT

CTpyKTypa HABAHTAKEHHS HA
CTy/JeHTa

3aranpHa KUTBKICTH roauH — 90

KinbkicTh kpenuTiB — 3

KinekicTs JIeKminHuX roguy — 14

KinpkicTh MpakTHYHUX 3aHATH — 16

KinbkicTh ToIuH 151 caMOCTiiHOT poOoTH cTyneHTiB — 60
dopma 1iICyMKOBOTO KOHTPOJIIO — 3aJIiK

MeToau HABYAHHSA

PosnoBine, I[losicaenns, becima, Incrpykraxk, uckycis,
[Ipaktnuna po6ora, IIpo6Hi BrpaBu, TBopui BnpaBu, YCHi
BIIpaBH, [[pakTU4Hi BIIpaBH.

3MicT IMCHUITIHMA

Tema 1. Beryn 1o aucumiting
nudposa de3nexa.

Beryn no uudposoi Oesnexku. OcHOBHI 3arpo3u UG poBii
oesmenti. [Tpunmunu Oesnexkn B mudpoBOMY cepeOBHIII.
IncTpymentu Ta meronu 3axucty. besmeka B IHtepneri Ta
coliaTbHUX Mepexkax. besneka MoOIIbHUX IPUCTPOIB.

Tema 2. OcHOBHI 3arpo3u 1J1st
O0e3nexu ingopmaiii Ta cnocoou
iIXHLOI0 IOX0JIAHHS.

OcCHOBHI MNOHATTA Ta BU3HAueHHs. Tumum 3arpo3 Oe3neku
inpopmamii. Knacudikamis 3arpo3 3a MeToJaMH BIUIUBY.
HIkignmuBi nmporpamMu Ta ix BUAU. 3arpo3u Yepe3 JIOJCHKHMA
¢dakrop. 3arpo3u s KOHQIAEHLIIMHOCTI, LUIICHOCTI Ta
JOCTYMHOCTI  1H(opmarii. 3axuct BiJ 3arpo3 Oe3neKu
iHdopmarii.

Tema 3. Meroan ayrentudgikanii
Ta yNPaBJIiHHSA J0CTYIIOM /10
iHpopManiiiHuX cHCTEM.

OcHOBHI TOHATTS Ta BHU3HAYeHHA. OCHOBHI MeTOAU
ayreHtudikamii. Tunu ynpaeninHg goctynoM. [lpuHumnu
MiHIMQJIPHUX TpPUBLIEIB Ta  HEOOXIJHOTO  JIOCTYILY.
TexHousorii ayTeHTH}IKaLli Ta YIPaBIIHHS JOCTYIIOM.

Tema 4. Oco0.1HBOCTI 0€31€YHOTO
30epiraHHsi JaHMX.

OcHOBHI TOHATTS Ta BHU3HAueHHSA. MeTtoau 30epiraHHs
nmanux. [1ludpyBanHs gaHUX SK MeTOJa 3axucTy. KOHTpoh
JIOCTYIy N0 AaHuX. Pe3epBHE KOMilOBaHHS JaHUX. 3aXUCT
JaHUX BiJ (Ppi3nYHMX 3arpo3. BUkopucTaHHs TEXHOIOTIN ISt
3aXUCTY AaHUX. BUKOPUCTaHHS TEXHOJOTIH ISl 3aXUCTY
JTAHKX.

Tema 5. 3a0e3neueHHs 6e3nexkn B
KOMII'IOTEPHUX MepeKax.

OCHOBHI MOHATTS Ta BU3HAUEHHS. THIHM 3arpo3 B Mepexax.
Mexanizmu 3axucty Mepex. lludpyBanns Ta 3axuct
nepefaBaHHsa AaHuX. KoHTposb JocTymy B Mepeikax.
besneka B 0€31pOTOBUX MepekKax.

Tema 6. ConiajbHa iH:KeHepis Ta
npasuJia 6e3ne4Horo
BUKOPUCTAHHSA COIIia.]IIJHI/lX
MepeK.

OCHOBHI TOHATTA Ta BHU3HAYEHHA. METOIM COIIAIbHOI
iHxkeHepli. Meronum 3axucTy BiJ COLIaJbHOI 1HXKEHepii.
[TpaBuna 0Oe3neyHOr0 BUKOPUCTAHHS COLIANBHUX MEpPEeX.
OcHoBH 0e3nexku npu MyOJiKalisX y COLlaTbHUX MepexkKax.
Pu3nky BUKOPHCTaHHSI COLAJIbHUX MEPEX Ul KOMIaHii Ta




opranizauiid. [HCTpyMEeHTH Ta TEXHOJIOTii AN 3axXUCTy Yy
COIliaIbHUX MEpPEekKax.

Tema 7. be3nexka nporpamMHoOro
3a0e3nevyeHHs] Ta pe3epBHe
KOIIIIOBAaHHA 1 BITHOBJICHHS
JaHHUX.

OcHoBHI TOHATTS Ta BuU3Ha4YeHHS. OCHOBU Oe3MeKu
NPOTpaMHOTO 3abe3rneucHHs. Pe3epBHE KOIMiIOBaHHS JTaHHX.
BinnoBnenns manux. IHTErpamist Oe3mekd MPOTPaMHOIO
3a0e3MeueHHs] Ta PE3EPBHOTO KOIIIOBAaHHSA. YTIPaBIIiHHS
pPU3MKAMH Ta HAMKPAIIl TPAKTHKH.

Tema 8. HoBi HanpsiMKkM B rajy3i
un¢poBoi 0e3nexKu.

OCHOBHI TOHSTTS Ta BHM3HAYCHHA. [HTErpaiis IMITy4YHOTO
IHTEJIGKTYy Ta MAIIMHHOTO HABYaHHS. 3aXUCT JaHUX Y
XMapHHUX CEepeoBHUIaX. 3arpo3a KiOep3I0YMHHOCTI Ta HOBI
BUJU aTax. biomerpuuna ayTeHTH(]iKamis Ta
OararodakTopHa ayTeHTH(IKaIlig. 3aXUCT MEePCOHAIBHHUX
nanux Ta BianosimHicTh pernameHtam (GDPR, CCPA).
InTepuer peueii (IoT) Ta Horo 6e3nexa.

IMoaiTuka TMCHUNIIHYA

HoniTnka BigBinyBaHHA

Perynspne BiJBilyBaHHS BCiX BU/IIB 3aHSTh, CBOEUYACHICTh
BUKOHAHHS CaMOCTIHHOT poOOTH.

3a  00’€KTMBHMX HPUYMH CTYJEHT MOXE OTpPUMAaTH
IHAMBiNyanbHUNA Tpadik HABYaHHS 3a MOTO/HKEHHSAM i3
KEepiBHUKOM Kypcy, 3aBigyBaueM IIK Ta 3aBimyBauem
BIJUTIIEHHS.

IMoaiTuxka moxo aexaaiHiB Ta
nepeckJIagaHHs

PoGoTtu, sKki 37a0ThCS 13 TOPYIIEHHSM TEpMiHIB 0e3
MOBKHUX TIPUYHH, OIIIHIOIOTHCS HA HIDKYY OIIIHKY.

AxajieMiuHa 100poYecHICTH

HEJOTPUMAHHS  TIOJIITUKH  aKaJeMIqHOi
nobpouecHocTi  (mariaT, —camoruiariat,  (aOpukarris,
danbcudikailis, CHUCyBaHHsA, oOOMaH, XaOapHUIITBO)

Hepen6aquo ITOBTOPHC IIPOXOPKCHHS OI_[iHIOBaHHSI.

Y  Bunmaaky

Buxopucranns I

Bukopucranns Il mim 49ac BHKOHAaHHS  3aBJaHb
pernamentyetbes  [lomitukoro «Buxopucranns LI B
ocBiTHhOMY Tporieci YIBK» 3aBnaHHs mMaroTh MapKyBaHHS
persiaMeHTy Bukopucranss 1.

IlincymkoBHii KOHTPOJIb

JudepeHuiinuii 3aimik y KiHII CEMECTpy 3a pe3yJbTaTaMH
noTo4yHoi ycrmimHocTi (y GopMi MiAICyMKOBOIO MOIYJIBHOTO
KOHTPOJIIO).




BisyanbHi iHgnKaTopu BukopuctaHHa LI
B OCBiTHbOMY npoueci UABK: 2025

- " -
| * LI mae 6yTv BUKOPMCTAHWIA ANA CTBOPEHHSA Pe3ynbTaris, i
:g: Bukopucrtanns WI CTYAEHT NOBUHEH NOBIAOMMTN, AK CaMe 1A0ro BUKOPUCTaB.

BUMaraeTbcs HeBukopucranHs LI BnavHe Ha OUiHIOBaHHA

PesynbTat Mae 6yt cTBopeHuii 6e3 gonomoru LI, cTyaeHT
BukopucTanha LI Ma€ BUKOPUCTOBYBATW NINLLE BNACHi 3HAHHA Ta HABUYKM.

3a6opoHeHo » BukopucraHnHs LLI 6yae po3uiHeHo Ak akageMiuHa
Hepo6poYecHicTb.

®

s LUl moxke 6yT BUKOPMUCTaHWIA NPU CTBOPEHHI
MNpo BUKOpUCTaHHs LU EeayanaTiB, CTyAeHT 3060B'A3aHUIA NOBIAOMUTM Npo
A0ro BMKOPMCTaHHA.
* Hepo3kpuTTa BUKOpMUcTaHHA LI po3UiHIOETLCA AK
LaxpaicTeo, a BUKOpMCTaHHsA LI MoXe BNAUHYTU Ha
OLiHIOBaHHA

NoBiAOMNAETLCA

[wi]

:@ BukopucTaHHs LI LUI Mo>Ke 6yTV BiILHO BMKOPUCTaHWIA ANIA CTBOPEHHS

I =i A03BONIEHO pesynbratis, 6e3 060B'A3KOBOro NOBIAOMNEHHSA
s BukopuctaHHs LUI He BNAUBaE Ha OLiHIOBaHHA

Cucrema ouiHIOBaHHS
Cucrema OIIHIOBaHHS IMiZICYMKOBOI YCIIITHOCTI CTY/I€HTIB NOJUIAE€THCS HA MOTOYHHMI KOHTPOJIb
Ta CeMEeCTPOBHUIl KOHTPOJIb.
IMoTOYHMIT KOHTPOJb 3IIICHIOETHCS TPOTATOM CEMECTPY 1 OXOIUIIOE BCI BHIU AyJUTOPHOL
poOoTu (MpaKTUYHI 3aHATTS) Ta BUKOHAHHS 1HIWBIAyalbHUX 3aBJaHb. MaKcUMalbHAa KUIBKICTh
0aiB, Ky CTYACHT MOXe HaOpaTH 3a el BUJ] KOHTPOJI0, cTaHoBHUTH 100.
IincymkoBHii KOHTPOJIb
BinOyBaetbes y popmi audepenuirinoro 3anixy (y ¢popmi migcyMKOBOTO MOIyTbHOTO KOHTPOJIIO)
Po3paxyHok miicyMKOBOI OLliHKH
[TincymkoBa omiHKa 0a3yeThCs BHUKIIOYHO Ha Oajiax, HAKOMUYEHUX MPOTAroM cemectpy (S).
Barosuii koedili€eHT y IbOMY BUIIa/IKy CTAHOBHTH 1.
®dopmyna: O=Sx1

Buau HaByaibHOI po6oTH 3arajbHa KiJIbBKICTEL 0a71iB
YcHi Bignosiai 3a TeMamu (8 Tem mo 3 Gann) 24
I[pakTuuHa pobora 3a TeMami (4 mp.p. mo 6 6aiiB) 24
MoynpHI KOHTpOJIBHI pobotH (2 K.p. mo 10 GaiiB) 20
TectyBanHs (2 TecTyBaHHs 110 6 6aiB) 12
[auBiAyanbpHa caMocTiliHa po0oTa (POEKT) 20
Pazom 100

Kpurepii oniiHioBaHHA 1J151 KOKHOT0 BUY HABYAJIBLHOI po6oTH
Kpurepii oniHioBaHHs yCHUX Bianosigei:
3 6. — CTyIeHT BiAIOBIB Ha BCI MUTAHHS MTPABUIILHO
2 6. — CTyIeHT BIAIOBIB JIMIIE HA JEKIJIbKA BiNOBIICH MPABUIIBHO.
1 6. — CTyeHT BiAIOBIB MPaBUIIHHO JIAIIE HA OJTHE 3aIIUTAHHS.
0 6. — CTyneHT He 3Mir BiAIIOBICTH Ha )KOHE 3alUTaHHS.
Kpurepii npakTHnynnx poodit
6 0. — CTy/ieHT BUKOHAaB BCi 3aBJJaHHS NPaKTUYHOI poOOTH 0€3 TOMWIIOK, 8 TaK0XX HPaBUIBHO OPOPMUB
3BIT.
5 6. — CTyeHT BUKOHAB BCi 3aBJJaHHS IIPAKTHYHOI poOOTH, aje JOMYCTHBCS TOMIIOK B 0popMIIeHHI 3BITY.
4 0. — CTy/IcHT BUKOHAB BCI 3aBJIaHHS MPAKTUYHOT pOOOTH, aJie JJONYCTUBCS OMUJIKH B OJHOMY 3 HHUX.




3 6. — CTyz#eHT BUKOHAB BCi 3aBJaHHS MPAKTUYHOI PoOOTH, ajie IOMYyCTUBCS MOMHJIKM B IBOX 3 HHUX Ta €
HEAOIKU B 0)OPMJICHHI 3BITY.

2 6. — CTyneHT BUKOHAB JIMIIEC YAaCTUHY 3aBAaHb MPAaKTUYHOI poOOTH, ajle Mae MOMHJIKM MIPU BUKOHAHHI, a
TaKOX € HeJIOJIIKK B OOPMIICHHI 3BITY.

1 6. — CryzneHT HaMaraBcsi BUKOHATH MPAaKTHYHY poOOTY, ajie B 3aBJaHHSIX € TIOMHJIKH Ta 3BIT 0(OPMIICHO
HEBipHO.

0 6. — cTyZeHT He BUKOHAB MMPaKTHYHOI poOOTH Ta HE 371aB 3BIT.

Kpurepii oniHroBaHHSI MOAYJIBHUX POOIT

10 6. — BUKOHAHO BCi 5 3aBIaHp 6€3 MOMUIIOK, BiATIOBiAl MTOBHI i 0OTpyHTOBaHI.

9 0. — BUKOHAaHO MaiiKe Bci 3aBAaHHS, JOIMYIICHO JEeKiIbKa HE3HAYHUX [TOMUIIOK.

8 0. — BUKOHAHO OLIBIY KiJIBKICTH 3aBJaHb, ajie € OKpeMi IOMIIKK Ta HEJOPEYHOCT] Y BiIOBIISX.

7 6. — BUKOHAHO TPH 3aBIAHHS, aji¢ 3 TOMITHUMH TTOMHITKAMH.

6 0. — BUKOHAHO J[Ba 3aBISHHS HOBHICTIO Ta ITOJIOBUHY TPETHOTO, ajJle YaCTHHA 3 HUX Ma€ TIOMUJIKH.

5 6. — BUKOHAHO /IBa 3aBJaHHSl, aje MPOJIEMOHCTPOBAHO PO3YMiHHSI OCHOBHOTO MaTepiany.

4 6. — BUKOHAHO MIEsKi 3aBIaHHS MPABHUIIHHO, ajie OLIBIIICT 3 TTOMIUTKAMH.

3 6. — poboTa Mae JUIIe AEAKi MPAaBUIIbHI EIEMEHTH Y BiIAOBIIAX.

2 0. — BUKOHAaHO MiHIMaJIbHUH 00CAT 3aBlaHb, 3HAHHA 0€3 ITMOO0KOr0 PO3yMiHHS.

1 6. — cTyleHT HamaraBcsi BUKOHATH 3aBIAaHHS, aJie BIAIOBIAI MICTSATh HMOMWJIKH W MOTPEOYIOTh
KOPEKIIii.

Kpurepii oniHroBaHHs iIHIMBiTyaJbHUX PoOIT (MPOEKTIB)

20 6. — 3aBmaHHS BUKOHAHO ITOBHICTIO, 0€3 JKOIHOI MOMMIJIKH; 3BIT MPABWJIBHO i aKypaTHO OQOpMIICHUH,
BIJINIOB1/1i TTOBHI, JIOT1YHI Ta apryMEHTOBAHI.

19 6. — yci 3aBnaHHs BUKOHaHI, ajne € 1—2 HecyTTeBi HETOYHOCTI Y BIIIOBIJSAX YU 0(OPMIICHHI.

18-15 6. — BUKOHAHO OULTBIIICTH 3aBJaHb MPABUIBHO, 3BIT 3arasioM oOpMIICHHI HaJEKHO; HAasBHI OKpeMi
MTOMMITKY y 3MicTi a00 ApiOHI HEJOMIKH B CTPYKTYPi/0hOpMIICHHI.

4-13 0. — 3aBIaHHS BUKOHAHI YaCTKOBO, BIAIMOBIAI MICTATh CYTTEBI HETOYHOCTI UM HEIOBHOTY; y 3BITi €
MTOMHJIIKY B o(popMIIeHHI ab0 Opakye apryMeHTaIlii.

12-10 6. — BUKOHAHO TIOJIOBHHY YH TPOXH OibIlle 3aBAaHb, BIAMOBIII YaCTO HETPABWIbHI a00 TIOBEPXOBI;
3BIT Ma€ MOMITHI HEJIOJIKU Y 3MIiCTIi Ta CTPYKTYPI.

9-7 6. — 3pobseHo crpoOy BUKOHATH OUMBILNICTH 3aBIaHb, MPOTE OLTBIIICTH BiAMOBiACH HEeMpaBHIIbHI 200
HETIOBHI; 3BIT 0()opMIIeHO (POPMAITBHO, i3 3HAYHIMH TOMUITKAMHU.

6—4 0. — 3aBJaHHSA BHKOHAaHI YaCTKOBO, MPaBWJIbLHUX BIAMOBIiNCH HeOarato; 3BIT Maibke HE BIAINOBIiIae
BUMOTaM oopMITeHHS.

3—1 6. — 3po0ieHo JnIe CHMBOIIIYHY CITPOOYy BUKOHATH 3aBJIaHHS; BIJIOBIi/li B OCHOBHOMY HETPaBWIIBHI;
3BIT 0(hOpMIIEHO BKpaii ci1adKo.

0 6. — 3aBaHHs HE BUKOHAHO, 3BIT BiICYTHIM.

HIkaJua ouiHIOBAHHSA

ECTS Baan 3micr
A 90-100 Be3noraH§a HiJITOTOBKAa B IIMPOKOMY
KOHTEKCTI
B 80-89 IToBHI 3HAHHS, MII[HI BMIHHS
C 70-79 Xoportri 3HaHHS Ta BMiHHS
D 65-69 3a10BUTbHI 3HAHHS, CTEPEOTUITHI BMiHHS
E 60-64 B.I/IKOHaHH-SI MiHIMaJIBHUX BUMOT
JISUTBHOCTI B CTaHIAPTHUX YMOBAxX
FX 35-59 CnaOxki 3HaHHS, BIICYTHICTh YMiHb
F 1-34 HeoOxiauuii moBTOpHUIT KypC

Cnucoxk peKOMeHI0BaHMX JIKepet
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