YEPHACHKHI AEPHABHHI HAXOBHH

bISHEG-KONEAHK
PIK 3ACHVBAHHA - 1966

BiggineHHs 6akanaBpCbKol NigroToBKM

Kadenpa iHpopmaLinH1X, MynbTUMELINnHUX TEXHOOTIN
Ta ausarnHy

CUNABYC

Ba3soBa iHchopmauis npo aucuunniHy

Haspa I[I/ICIII/IHJIiHI/I

CE029 / Ilu¢pposa 0e3nexa / Digital Security

PiBenn ¢axoBoi nepeaBuioi
OCBiTH

daxoBuii MOJIOAIMINN OakaiaBp

I'any3b 3HaHB

D Bisuec, aamiHicTpyBaHHs Ta [IPaBo

CrneniajbHicTh

D3 MeHexMenT

OcaiTHs nporpama

MeHeKMEHT Ta i PUEMHHUIITBO

Cemectp

2 cemectp (1 kypce 11 ki)

Kype

1 kypc (Ha 6a31 MOBHOI 3arajbHOI CEPEIHBOI OCBITH)

AHoTauis Kypcy

HaBuanpHa jgucuuiuiiHa 30Cepe/DKeHa Ha  BHBUYCHHI
CKIIQJIOBUX IU(POBOI Oe3meku Ta 3axucTy iHdopmarii, a
TakoXX 1X kiacudikamii Ta XxapakTepucTuku. B mporeci
BUBYCHHSI KYpCY CTYIEHTH O3HAHOMIISTHCA 3 CyYaCHHUMH
MIPOrpaMHO-TEXHIYHUMHU 3aco0aMu 3a0e3nedeHHs MuGpPoBoi
Oe3reKkn; HaBYaTbCsS BHSABISATH OCHOBHI 3arpo3u IUQPOBOi
Oe3meku, aHami3yBaTH 1  BHUKOPUCTOBYBAaTH  THIIOBI
Kkpunrorpadiuni 3acodbu Ta MeTonu 3axucty indopmarii, y
TOMY YHCH1 €JIeKTPOHHUHN HU(POBUI MiANNC, aHTUBIPYCHUI
3aXHCT.

Cropinka kypcy B MOODLE

http://78.137.2.119:2929/course/view.php?id=791

MogBa BUKJIaJaHHS

YKpalHChKa

JlekTop Kypcy

bpeyc P.B., Buknagay, KaH/1.T€XH.HAyK
kaHanu komyHikanii: C[IH «Moodley»: moBiiomieHHs B 4ati
E-mail: breus.roksolana@gmail.com

Micue AMCHMILTIHM B OCBITHIN mporpami

OceiTHBO-IpOdeciiiHa mporpama

http://csbc.edu.ua/programs.php#

IepeJtik 3arajbHuX
kommneTeHTHOCcTelH (3K)

3K 3. 3naTHicTh 32CTOCOBYBATH 3HAHHS y MPAKTUYHUX CUTYAIIisIX.
3K  6.3matmicte  BUKOpUCTOBYBaTM  iHpopMauiHi  Ta
KOMYHIKAI[ii{Hi TEXHOJIOT1i.

3K 7. 3aatHicTh g0 momryky, oOpoOieHHs Ta aHami3y iHpopmMarii
3 pi3HHX JKEpelL.

IepeJtik cieniaJabHUX
kommnerenTHocteil (CK)

ITepenix mporpamMuux
pe3yJibTATiB HABYAHHS

PH 4. BukopucroByBaTH  Cy4acHi  KOMITHOTEpHI W
TEJIEKOMYHIKAI[IifHi ~ TeXHoJIorii OOMiHYy Ta  TOUIMPEHHS
npodeciiiHo cnpsiMmoBaHoi iHpopMalii y chepi miANpHEMHHIITBA,
TOPTiBIi Ta Oip>KOBOT NisSUTBHOCTI.

PH 5. 3nilicHroBaTy monryk, camocTidHUE BifOip iHopmariii 3
pi3HUX JpKepen y cdepl MiANPUEMHHIBKOI, TOPrOBENBHOI Ta
0ip>KOBOI MisUTLHOCTI.

Onuc TMCHMILTIHA



http://78.137.2.119:2929/course/view.php?id=791
mailto:breus.roksolana@gmail.com
http://csbc.edu.ua/programs.php

CTpyKTypa HaBaHTa’KeHHS HA
CTydeHTa

3araipHa KiabKicTs ToguH — 90

Kinpkicth kpenuTiB — 3

KinekicTs JIeKIiMHUX rogud — 14

KinpkicTh MpakTUYHUX 3aHATH — 16

KinbkicTh rouH ajist caMoCTiiHOT poOoTH cTyneHTiB — 60
dopmMa MiJICYMKOBOT'O KOHTPOJIIO — TU(DEPEHITIHHUN 3K

MeToau HABYAHHSA

PosnoBine, [losicaenns, becima, Incrpykraxk, Huckycis,
[Ipaktnuna pob6ora, IIpoGHi BripaBu, TBopui BrpaBu, YcHi
BIIpaBH, [IpakTuy4Hi BIIpaBy.

3MicT AUCHUIIIHYA

Tema 1. Beryn 1o amcummting
uugposa Oe3nexa.

Beryn no mudposoi 6e3nexku. OCHOBHI 3arpo3u HUQPOBIi
oesmeni. [lpuHIMnU Oe3nekn B IU(PPOBOMY CEPEIOBHIIIL.
Iactpymentu Ta Metoau 3axucty. besmeka B IHtepneri Ta
coIialbHUX Mepexkax. besnmeka MoOUIBHIX TPUCTPOIB.

Tema 2. OcHOBHI 3arpo3u s
0e3nexu indgopmaiii Ta ciocooun
IXHBOr0 MOA0JIAHHS.

OCHOBHI TOHSATTS Ta BU3HAa4YeHHS. Tumm 3arpo3 Oe3mneku
indopmanii. Knacudikamis 3arpo3 3a MeToJamMH BILTUBY.
HIkigmmBi nmporpamMu Ta iX BUAW. 3arpo3M Yepe3 JOIACHKHMA
daktop. 3arpo3u I KOH(DIACHIIHHOCTI, IUIICHOCTI Ta

JIocTymHOCTi  iHpopMariii. 3axuct Bix 3arpo3 Oe3leKu
iH(opmartii.
Tema 3. Metoau ayrentudikanii | OCHOBHI TOHATTS Ta BH3HaueHHsA. (OCHOBHI MeETOIU

Ta ynpaBJiHHS J0CTYIIOM /10
inpopmaniiiHux cucrem.

ayrentudikamii. Tunu ynpapninus goctynoM. [lpunHimnu
MiHIMATHPHUX TPHBUICIB Ta  HEOOXIMHOTO  JIOCTYILY.
Texnomorii ayrenTudikaiii Ta ynpaBiaiHHSI JOCTYIIOM.

Tema 4. Oco01MBOCTI 0€31€YHOT0
30epiraHHs JaHux.

OcCHOBHI TIOHATTS Ta BU3Ha4YeHHsA. Meronu 30epiraHHs
nanux. [lludpyBanna manux sk merona 3axucty. KoHTposib
JOCTYIy N0 JaHWX. Pe3epBHE KOIMiOBaHHS TaHHUX. 3aXUCT
JaHUX BiJ (Pi3MYHUX 3arpo3. BUKOpUCTaHHS TEXHOJIOTIH IS
3aXUCTYy JaHUX. BUKOPUCTAHHS TEXHOJOTIH JUISI 3aXUCTY
aHUX.

Tema 5. 3a0e3meueHHs 0e3leKH B
KOMII'IOTEPHHUX MepeKax.

OCHOBHI IOHATTS Ta BU3HAUEHHA. THUIHU 3arpo3 B Mepexkax.
Mexanizmu 3axucty Mepex. l[ludpyBanHs Ta 3axuct
nepefaBaHHs JgaHux. KOHTpoap JoCTymy B Mepexkax.
besneka B 6€31pOTOBUX MEpExKax.

Tema 6. ConiajbHa iH:KeHepisa Ta
npasuia 0e3ne4Horo
BHKOPHCTAHHA COLIAJTbHHUX
Mepe:K.

OCHOBHI TOHATTA Ta BHU3HAYEHHA. MeTOAM COLiaIbHOI
iHxkeHepli. Meronu 3axucTy BiJ COLIAaJIbHOI 1HXKEHEpIi.
[TpaBuna 0Oe3neyHOr0 BUKOPUCTAHHS COLIANBHUX MEpPEeXK.
OcHoBH 0e3nexku npu MyOJiKalisgX y COLlalbHUX MEpexkKax.
Pu3nky BUKOpPHCTaHHS COLIAJIBHUX MEPEX Ul KOMIIaHii Ta
opraHizaifii. [HCTpyMEHTH Ta TEXHOJOTii ISl 3aXHCTy Yy
coLliaIbHUX Meperkax.

Tema 7. be3nexka nporpamMHoOro
3a0e3me4yeHHs Ta pe3epBHe
KOMiIOBAHHS i BiAHOBJIEHHS
JAaHUX.

OcHOBHI TOHATTS Ta BU3HaueHHsI. OcHOBU Oe3meku
MPOrpaMHOTO 3a0e3nedyeHHs. Pe3epBHE KOMiIOBaHHS JaHUX.
Bignosnennss nanux. [uTerpamist Oe3mekd MTPOrPaMHOTO
3a0e3MeYeHHs] Ta PEe3epPBHOrO KOMIIOBAHHA. YIIPaBIiHHS
PU3HKAMHU Ta HAaWKpaIll MPaKTUKH.

Tema 8. HoBi HanpsiMKH B rauy3i
ungpoBoi 0e3nexKu.

OCHOBHI MOHATTA Ta BHU3HAYEHHA. IHTerpauis IITy4YHOTO
IHTENIEKTy Ta MAIIMHHOTO HaBYaHHS. 3aXHCT JaHUX Y
XMapHHUX CcepelloBHIaX. 3arpo3a KiOep3J04MHHOCTI Ta HOBI
BUIN aTax. biomeTrpuyna ayTeHTuiKaris Ta
OararodakTopHa ayTeHTH]iKalis. 3aXucT NepcoOHAIbHUX




maHux Ta BiamoBigHicTh permameHTam (GDPR, CCPA).
IaTepuer peueit (IoT) Ta fioro 6e3meka.

IMoaiTuka TUCHUNIIHA

[oaiTuka BinBixyBaHHs

PerynspHe BifBigyBaHHS BCiX BHIIIB 3aHSATh, CBOEYACHICTH
BUKOHAHHS CaMOCTIHHOT poOOTH.

3a 00’€KTHMBHMX TIPUYMH CTYACHT MOXE OTPUMATH
iHAMBigyansbHUNA Trpadik HaBYAHHS 3a TOTOKEHHIM i3
KepIBHUKOM Kypcy, 3aBimyBademM I[K Ta 3aBimyBauem
BIJITIJICHHS.

IMoaiTuka moxo aexaaHiB Ta
nepeckJIagaHHs

PoGotn, sKi 31aOThCS 13 TMOPYIICHHSIM TEpMiHIB 0e3
MOBKHUX TPUYHH, OIIIHIOIOTHCS HA HIDKYY OIIIHKY.

AxkajeMiuHa 100poYecHiCTH

Y  BHUNQAKy HEIOTPHUMAHHS  IIOJITHKKA  aKaJeMidHOi
nobpouecHocTi  (ruiariat, — camoruariat,  (abpukaris,
danscudikamis, cnucyBaHHSA, OOMaH, XaOapHMIITBO)

nepe10aueHo MOBTOPHE MPOXOKCHHS OIIHFOBAHHSI.

Buxopucranns I

Bukopucranns Il  mig 4yac BHUKOHAHHS  3aBJIaHb
pernamenryetbes  [lomitukoro «Bukopucranns I B
ocsiTHhOMY Tporieci YIBK» 3aBnaHHs mMaroTh MapKyBaHHSA
persiaMeHnTy Bukopucranns 111

IlincymkoBHii KOHTPOJIb

Judepenuiiinuii 3amik y KiHII CEMeCTpy 3a pe3yiIbTaTaMH
MOTOYHOI ycmimHocTi (y Gopmi miICyMKOBOTO MOAYJIBHOTO
KOHTPOJIIO).

BisyanbHi iHgnKaTopm BUKopuctaHHs LUI
B OCBiTHbOMY npoueci UABK: 2025

BukopuctanHsa LI
BMMaraeTbcs

* LIl Mae 6yTV BUKOPUCTaHWIA ANS CTBOPEHHSA Pe3yNbTarTis., i
CTYAIEHT NOBUHEH NOBIAOMMTM, IK CamMe 110ro BUKOpPUCTaB.
* HeBukopucTaHHa LI BNAMHe Ha OLUiHIOBaHHA

BukopucraxHs LI

3abopoHeHo

Mpo BukopuctaHHsa LI
noBigoMNsETLCA

A03BOJIEHO

* Pesynbtart mae 6yTn cTBopeHuii 6e3 gonomoru LI, cTygeHT
Ma€ BMKOPUCTOBYBAaTW NULLE BNacHi 3HAHHA Ta HABUYKW.

* BukopucraHHs LI 6yae posuiHeHo fiK akagemMivHa
Hepo6poYecHicTb.

¢ LUI moxke 6yTV BUKOPUCTaHWIA NPU CTBOPEHHI
pe3ynbTaTiB, CTYAeHT 3060B'A3aHUIA NOBIZOMMTM NPO
MA0ro BUKOPUCTaHHA.

* Hepo3kpuTTs BUKOopucTaHHSA LLI po3uiHI0ETLCA AK
LaxpaicTeo, a BUKopMcTaHHa LI MoXke BNMHYTU Ha
OLiHIOBaHHA

BukopucTaHHs LUI o LI moyce 6yTK BiNbHO BMKOPUCTaHWUIA ANA CTBOPEHHS

pesynbrartis, 6e3 060B'A3KOBOro NOBiIAOMNEHHSA
* BukopucraHHs LUl He BNAMBAE Ha OLiHIOBaHHA




Cucrema oniHIOBaHHS
Cuctema OIiHIOBaHHS TiJICYMKOBOI YCIIITHOCTI CTY/ICHTIB OAUIAETHCS HA MOTOYHUA KOHTPOJIb
Ta CeMeCTPOBHIi KOHTPOJIb.
IToTouHHUIT KOHTPOJb 3IIHCHIOETHCS MPOTATOM CEMECTPY 1 OXOIUTIOE BCl BUIM ayJIUTOPHOL
pobotu (MpaKkTUYHI 3aHITTS) Ta BUKOHAHHS 1HIUBIMyaTbHUX 3aBlaHb. MakcHUMallbHA KiTbKICTh
OautiB, SIKy CTYJIGHT MOKe HaOpaTH 3a 1€ BUI KOHTPOJIIO, CTaHOBHUTH 100.
IincymkoBHii KOHTPOJIb
BinOyBaetbes y dhopmi nudepeniiitnoro 3amiky (y hopmi miacyMKOBOTO MOAYILHOTO KOHTPOJIIO)
Po3paxyHok miicyMKOBOi OLliHKH
[TimcymkoBa oOIlliHKa 0a3yeThCs BHKJIIOYHO Ha Oajlax, HAKOMWYEHUX NPOTATroM cemecTpy (S).
Barosuii koedimieHT y IbOMY BUIIAJIKy CTAHOBHTH 1.
dopmyna: O=Sx1

Buau HaB4aibHOI po06oTH 3arajbHa KJILKICTEL 0aJ1iB
YcHi Bignosiai 3a TeMamu 1o 3 GaiB 24
[TpakTaHa pobora 3a Temamu 1 o 6 GaniB 24
MoayabHi KOHTPOJIbHI po60TH (2 K.p. o 10 6aiB) 20
TecryBanns (2 TectyBaHHs 110 6 6aiB) 12
InauBinyanpHa camMocTiiiHa poOoTa (MPOEKT) 20
Pazom 100

Kpurepii oniHOBaHHSA 1JIs1 KOKHOT0 BU1Y HABYAJIbHOL
Kpurepii oniHroBaHHSI yCHUX Bianosineii:
3 6. — CTyneHT BiINOBIB HA BCi MUTAHHS TIPaBUIBHO
2 6. — CTyneHT BiATIOBIB JIIIIE HA AEKITbKA BiIOBiIEH MPaBUIIBHO.
1 6. — CTyIeHT BiAOBIB MPaBUJIBHO JIAIIE HA OJTHE 3alIUTaHHS.
0 6. — CTyzieHT He 3MIr BiAMOBICTH Ha KOHE 3aITUTaHHS.
Kpurepii npakTuunux poodit
6 0. — CTy/eHT BUKOHAB BCi 3aBJaHHS MPAKTUYHOI poOOTH O3 MOMUIIOK, a TaKOXK MPaBUIBHO O(GOpPMUB
3BIT.
5 6. — CryeHT BUKOHAB BCi 3aBJaHHS NPAaKTHYHOI poOOTH, aje AOIMYyCTHBCS IOMIIOK B 0pOpMIIEHHI 3BITY.
4 6. — CtyzeHT BUKOHAB BCi 3aBAaHHs IPAKTUUHOI pOOOTH, ajie JOMYyCTHUBCS MOMWIKH B OJJHOMY 3 HHX.
3 6. — CTyneHT BUKOHAB BCi 3aBJIaHHS MPAaKTUYHOI POOOTH, aljie JIOMYCTUBCS TIOMHJIKU B JIBOX 3 HHUX Ta €
HEJOMIKH B 0(hOpMIICHHI 3BITY.
2 6. — CTyleHT BUKOHAB JIMIIE YAaCTHHY 3aBAaHb MPAKTUYHOI poOOTH, ajie Mae MIOMMJIKM [IPU BUKOHAHHI, a
TaKOX € HeJIOJIIKK B OPOPMIICHHI 3BITY.
1 6. — CryneHT HaMaraBcsi BUKOHATH MPAKTUYHY poOOTy, ajie B 3aBJIaHHSIX € MOMUJIKH Ta 3BIT 0OPMIICHO
HEBIpHO.
0 6. — CTYZICHT HE BUKOHAB IIPAKTHUYHOI POOOTH Ta HE 3/1aB 3BiT.
Kpurepii oniHroBaHHsI MOAYJIBHUX POGIT
10 6. — BUKOHAHO BCi 5 3aB/aHb 0€3 MOMUIIOK, BIATIOBII MOBHI i 0OTpyHTOBaHI.
9 6. — BUKOHAaHO Mailke BCi 3aBAaHHS, JOIMYILICHO JeKiIbKa HE3HAYHUX [TOMUIIOK.
8 0. — BUKOHAHO OLIBINY KiJIbKICTh 3aBJaHb, aJie € OKPeMi TTOMHIIKH Ta HEJJOPEYHOCT] Y BiJIOBIISX.
7 6. — BUKOHAHO TpPY 3aBJIaHHsI, aJie 3 IOMITHUMH [TOMUJIKAMHU.
6 0. — BUKOHAHO /1Ba 3aBJSIHHS IIOBHICTIO Ta ITOJIOBUHY TPETHOT'0, JI€ YACTHHA 3 HUX Ma€ MOMMUJIKH.
5 6. — BUKOHAHO [1Ba 3aBJIaHHs, aJie IPOJAEMOHCTPOBAHO PO3YyMIHHS OCHOBHOIO MaTepiaiy.
4 0. — BUKOHAHO JIesKi 3aBJaHHs IPAaBUJILHO, ajie OUIBIIICTh 3 TOMHUIKAMHU.
3 6. —pobora Mae nuiIe AsIKi MPaBUIIBHI €IEMEHTH Y BiATIOBIASX.
2 0. — BUKOHAaHO MiHIMaJIbHUH 00CAT 3aBaHb, 3HAHHA 0€3 IIMOOKOro PO3yMiHHS.
1 6. — cryment HamaraBcs BUKOHATH 3aBJaHHS, ajieé BIAMOBIAI MICTATh MOMHUJIKM W MOTpeOyHOTh
KOPEKIIii.
Kpurepii oniHioBaHHs IHIMBiTyaJbLHUX POOIT (MPOEKTIB)
20 6. — 3aBHaHHs BUKOHAHO MOBHICTIO, 0€3 >KOTHOI MOMMWJIKM; 3BIT MPAaBUJIBHO W aKypaTHO O()OpMIICHHIH,
BIJIMOBi1 MTOBHI, JIOT14Hi Ta apryMEHTOBAHI.
19 6. — yci 3aBJlaHHs BUKOHAHI, ajie € 1—2 HecyTTEBI HETOYHOCTI Y BIJIIOBIISIX YU 0(OPMIICHHI.




18-15 6. — BUKOHAHO OUTBIIICTE 3aBIaHb NPABHIILHO, 3BIT 3arajJoM oQOpPMIICHUI HaJIe)KHO; HasiBHI OKpeMi
MMOMMJIKH Y 3MiCTi a00 ApiOHI HEJOIIKH B CTPYKTYPiI/0hOpMIICHHI.

4-13 0. — 3aBJaHHs BUKOHAHI YaCTKOBO, BIJIOBiMI MICTSTh CYTTEBI HETOYHOCTI YM HEIOBHOTY; y 3BITi €
MOMHJIKY B 0(popMIICHHI a00 Opakye apryMeHTallii.

12-10 6. — BUKOHAHO TIOJIOBHHY YHM TPOXHW OLIBIIE 3aBJaHb, BIJIMOBIJI YacTO HEMPaBUIbHI a00 MOBEPXOBI;
3BIT Ma€ IOMITHI HEJTONIIKH y 3MICTi Ta CTPYKTYPi.

9-7 6. — 3pobsieHO cpo0y BUKOHATH OIBIIICTH 3aBIaHb, MIPOTE OUTBLIICTH BiAMOBiAEH HENpaBUIIbHI a00
HETOBHi; 3BIT 0popmiIeHo (HopMalbHO, 13 3SHAYHUMH TOMUIKAMH.

6-4 0. — 3aBJaHHSA BMKOHAHI YaCTKOBO, IPAaBHJILHUX BIAMOBIiACH HeOarato; 3BiT Maibke He BiAMOBiAae
BUMOTaM o(hopMIICHHS.

3—-1 6. — 3po0neHo nHIIe CUMBONIYHY CIpOOY BUKOHATH 3aBJAHHS; BiAMOBiAI B OCHOBHOMY HEIPaBUIIbHI;
3BIT 0OPMIICHO BKpai ci1abKo.

0 6. — 3aBgaHHS HE BUKOHAHO, 3BIT BiICYTHIM.

IIIkana omiHIOBaHHA

ECTS Bann 3micr
A 90-100 Ee3110raH§a MiJTOTOBKA B ITUPOKOMY
KOHTEKCTI
B 80-89 IToBHI 3HAHHS, MII[HI BMIHHS
C 70-79 Xopolii 3HaHHS Ta BMIHHS
D 65-69 3a710BiUIbHI 3HAHHS, CTEPEOTUITHI BMIHHS
E 60-64 B.I/IKOHaHH.}I MiHIMaIbHUX BHUMOT
JiSUTPHOCTI B CTAHJIAPTHUX YMOBAX
FX 35-59 CnaOxki 3HaHHS, BIICYTHICTh YMiHb
F 1-34 HeoOxiHui MOBTOPHUI KypC

=
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