Kadenpa xomn’rorepHoi iHkeHepil Ta iHpopmaniiHuX
TeXHOJIOT I

YEPHACHKUH AEPHABHUH

BISHEC-KONEAQH CUNABYC

ba3oBa indopmanisi mpo AUCHUILIIHY

HaszBa nucuuniinu CEO029 / Iludposa 6e3neka / Digital Security
PiBeHbL BHIIIOI OCBiTH / daxoBa nepeaBuIIa

(paxoBoi mepeABUIOI OCBITH

['any3b 3HaHb 07 «YnpaBiiHHS Ta aAMIHICTPYBaHHS»
CrneniajibHicTh 075 MapkeTuHr

OcaiTHs porpama MapkeTrHr

CemecTp 4 cemectp (2 xypc 9 ki1.), 2 cemectp (1 kypc 11 ki)
dakyabTeT / BitieHHs BiniieHHs TiATPUEMHUIITBA Ta MAPKETHHTY

Kypc 2 xypc (9 x11.), 1 kypce (11 ki)

AHOTAILisl Kypcy HaBuanpHa AuCIHUIUTIHA 30Cepe/KeHa HAa BHUBUYEHHI

ckiaamoBux  mudpoBoi  Oe3mekw Ta  3aXUCTY
iHbopMalrii, a Takoxk ix Kiacudikamiid Ta
XapaKTepHCTUK. B Tporieci BHBUYEHHS KypCy)|
CTYNCHTH  O3HAHOMIIIOIOTBCS 3 CyYaCHUMH
POrpaMHO-TEXHIYHUMH 3aco0aMH  3a0e3MeUeHHS
1udpoBoi OE3MeKH; HaBYATHCS BHSBJISTH OCHOBHI
3arpo3n  mUGpoBoi  OE3MeKH, aHami3yBaTH 1
BUKOPHCTOBYBATH TUIIOB1 KpurnrorpadidHi 3acobu Ta
METOAW 3axucTy iHdopMmamii, y TOMY 4YHUCIHI
CIICKTPOHHUN LMQPPOBUN MIANMKUC, AHTUBIPYCHUH
3aXUCT.

Cropinka kypcy B MOODLE |http://78.137.2.119:2929/course/view.php?id=791

MoBa BUKJIQIaHHS yKpaiHChKa

JlekTop Kypcy bpeyc P.B., Bukiaga4 kaHaam KOMyHIKaIlii:
CJIH «Moodle»: moBimoMIIeHHS B YaTi
E-mail: breus.roksolana@gmail.com

Micue gucuMnJIiHA B OCBiTHii mporpami

OcBiTHs mporpama MapxketrHr
Ilepenik 3aranbHux3K 3. 31aTHICT 3aCTOCOBYBAaTH 3HAHHS Y
komneTeHTHOCcTeH (3K) MPaKTUYHUX CUTYALISIX.

3K4. 3natHicTh A0 nouryky, oOpoOJIeHHS Ta aHAJI3y
1H(popMallii 3 pi3HUX JIKEpe.

3K 5. 3natHicTh BUKOPUCTOBYBATH 1H(MOpMaIIiiiHI 1
KOMYHIKaI[1i{H1 TEXHOJIOT1i.



mailto:breus.roksolana@gmail.com

[lepenik cnemiaabHUX
komneTreHTHOcTel (CK)

Ilepeaik mnporpaMHmux
pe3yJbTATiB HABYAHHA

PH 8. BuxopucrtoByBaT 11u¢ppoBi iHpopMaIiiiti Ta
KOMYHIKAI[1i{H1 TEXHOJIOT'11, @ TAKOX CIeliali30BaHi
IpOrpaMHi MPOAYKTH, HEOOX1IH1 JIsl pO3B’sI3aHHS
3aB/IaHb 3 MAPKETUHTY.

PH 14. BukonyBaTu mnpodeciiiHy IISIBHICTD Y
KOMaHJHIi pOOOTi.

Onuc TMCHUILTIHA

CTpyKTypa HABAHTAKEHHS HA
CTYAEHTA

3araipHa KUIBKICTH roguH — 90

KinbKicTh  KpenuTiB 3

KinbkicTh nekmiiinux rogus — 14

KibKiCTh MpakTUYHHUX 3aHATH — 16
KinpkicTh TOAMH JJIi CaMOCTIHHOI poOOTH
cTyneHTiB — 60

dopma miICyMKOBOT0 KOHTPOJIIO — 3aJIIK

MCTO}II/I HaB4YaHHA

PosnoBins, [losichennsi, becima, I[HCTpyKTaX,
Huckycis, [Ipaktuuna po6ota, [IpoOHi Bripaswy,
TBopui BipaBu, Y cHi BripaBu, [IpakTtuyHi Bnpasu

3MicT AMCHUILIIHA

Tema 1. Beryn a0 aucuuniinm
undpona Oe3nexa.

Beryn no mudposoi Oesnmexn. OCHOBHI 3arposu
mudposit  Oesnemi.  [lpunnunm  Oe3neku B
TUPPOBOMY CEPEOBHINI. [HCTpyMEHTH Ta METOIH|
3axucTy. besmeka B IHTepHETI Ta cCOIiabHUX|
Mepexax. besnexka MoOUTbHUX MPUCTPOIB.

Tema 2. OcHOBHI 3arpo3u st
0e3neKku ingopmamii Ta
CIoCco0M iIXHbOTO MO0JAHHS.

OCHOBHI TOHSATTS Ta BU3HAYCHHA. TWMM 3arpo3
oesrekn  iHMopMmamii. Kmacudikaris 3arpo3  3a
Merogamu BIuIuBY. IlIkinmuBi mporpamMu Ta iX BUIU.
3arpo3u depe3 IOJICHKHUIM (akTop. 3arpo3u s
KOH(1IEHIIIMHOCTI, IUTICHOCTI Ta JIOCTYMHOCTI
iH(dopMairii. 3axucT Bijg 3arpo3 O6e3neku iHGopmariii.

Tema 3. MeTtoaun
ayreHTH(IiKALil Ta ynpaBJiHHSA
NOCTYNIOM 10 iHpopManiiiHuX
CHCTEM.

OcHOBHI TTOHATTS Ta Bu3HaueHHsA. OCHOBHI METOIH
ayreHtudikamii. Tunu yOpaBIiHHS — JTOCTYIIOM.
[TpuHIMIY MIHIMaTBLHUX MPUBLIECTB Ta HEOOXITHOTO
noctymy. TexHonorii ayreHTrdIKaiii Ta ynpaBiiHHS
JTOCTYTIOM.

Tema 4. OcodanBocTi
0e3MmeyHoro 30epiraHHs JaHUX.

OcHOBHI TMOHATTS Ta BU3HAYEeHHA. MeToaH
30epirannas nanux. [lludpyBaHHS maHUX K METON
3axucty. Konrtposs pgoctynmy no nanux. PeszepBHe
KOITIFOBaHHS JaHUX. 3aXUCT JaHUX Biag (Qi3muHHX
3arpo3. BUKOpHUCTaHHS TEXHOJOTIM ISl 3aXHCTY]|
naHuX. BUKOpUCTaHHS TEXHOJOTIH MJIsl 3aXUCTY]|
JTaHUX.

Tema 5. 3a0e3neueHHs 0e3NMEeKH
B KOMII'IOTEPHUX MepeKax.

OCHOBHI NOHSATTS Ta BU3HA4YeHHS. Tunum 3arpo3 B
Mepexax. Mexanizmu 3axucty mepex. [lludpysanns
Ta 3aXUCT NepeaaBaHHs AaHuX. KoHTpoas noctyny B
Mepexax. besneka B 0€31pOoTOBUX MEpEkKaXx.




Tema 6. CouniaqbHa iH/KeHepis

Ta npasBuja 0e3Mme4Horo
BUKOPHCTAHHA COLiAJIbHUX
Mepex.

OCHOBHI ~MOHATTA Ta BH3Ha4YeHHA. MeToau
COLIIAJIBHOI  1H)KeHepii. MeTtoau 3axucTty  Bif
comianbHoi  1HxkeHepii. IlpaBuna  Ge3neyHOro

BUKOPHUCTaHHS cOLlIaJbHUX Mepex. OCHOBU Oe3nexy|
npu MyOJiKalisAX y COLIAJIbHUX Mepekax. Pusuky
BUKOPHUCTAHHS COLIIAIBHUX MEPEX JIJIsi KOMIaHIN Ta
opraHizamii. [HCTpyMeHTH Ta TeXHOJIOTIl s
3aXUCTY Y COIIAIbHUX MEpexkKax.

Tema 7. be3nexka nporpaMmHoro

3a0e3leYeHHs] Ta  pe3epBHe
KOMIIOBAHHA 1 BiJHOBJICHHSA
TAHUX.

OcHoBHI NOHATTY Ta BU3HaueHHS. OCHOBH O€3IEKH
nporpaMHoro 3abesrneueHHs. Pe3epBHe KOIitOBaHHS]
nanux. BigHoBneHHs panux. I[HTerparis Oe3neku
NpOrpaMHOTO  3a0€3MEUeHHs] Ta  PE3EPBHOIO
KOMNIIOBaHHS. YTpaBIiHHSA pU3MKaMU Ta HaWKpaull
MPAKTUKHU.

Tema 8. HoBi nHanpsamku BOCHOBHI

rajay3i nugpoBoi de3nexkn.

NOHATTS Ta BHU3HA4YCHHA. [HTErpaiis
[ITYYHOTO 1HTEJIEKTY Ta MAIIUHHOTO HaBYaHHS.
3aXUCT NaHUX y XMAapHHUX CepefoBHINAx. 3arpos3a
K10€p3JTOUYMHHOCTI Ta HOBI BUIU aTak. biomeTpuyHa
ayTeHTU(DiKaIlis Ta 6araroakTopHa
ayTeHTHdIKaIlisg. 3aXUCT TMEpPCOHATBLHUX JaHUX Ta
BinnmoBinHicTh periaamentam (GDPR, CCPA).
[aTepreT peueit (IoT) Ta ioro 6e3meka.

IMoaiTnka IMCHUILIIHA

ITosiTka BiABiTyBaHHA

PerymsipHe  BiiBiAyBaHHS  BCIX BHIIB  3aHSTH,
CBO€YACHICTh BUKOHAHHS CaMOCTIHHOI poOoTH. 3a
00’€KTMBHUX  TPUYMH  (HaNpuUKIan,  XBOpoOa,
MDKHApOJIHE CTaKyBaHHs) HABYaHHS OPraHi3yeThCS B
OH-JIaiH ¢GOpMi 3a TMOTOJPKCHHSAM 13 KEPIBHHKOM

IToaiTHKa 1010 AeAIANHIB TA
nepecKJaagaHHs

Po6oTH, siKi 31a10THCSA 13 TOPYIICHHSIM TEPMiHIB 0€3
MOBAYKHUX MIPUYHH, OIIHIOIOTHCS Ha HMKIY OIIIHKY.

AKajJeMiuHa 100p0UYeCHICTD

Y BUIMAIKy HEJOTPUMAHHS MOJITUKH aKaJAEeMIYHOL
n00poYecHOCTI (TJiariat, camoruiariat, gadpukaritis,
danscudikarris, CIIUCYBaHHS, oOMaH,
XxaOapHHUIITBO) nependayeHo MTOBTOPHE

POXOKCHHS OIIHFOBAHHS.




CucremMa oiHIOBAHHSA

MPOBOJAUTECS Y OPMI 3aJTIKY, BIAMOBIIHO A0 IpadiKy HABUYAJIBLHOTO IPOLECY.

pe3yJibTaTaMu TOTOYHOTO KOHTPOJIIO.
HakonnuyBaHHS peii THHIOBUX 0AJIiB 3 HABYAJIbHOI TUCUMUILTIHU

[IoTOYHMI KOHTPOJb 3IIMCHIOETHCS MPOTATOM CEMECTpPY Il Yac HPOBEAEHHS
[PAKTUYHUX, CEMIHAPCHKUX Ta IHIUMX BU[IB 3aHATH 1 OLIHIOETHCS CYMOIO HaOpaHHX|
OaniB (MakcumanbHa cyma — 100 GamiB; MIHIMajabHa Cyma, IO JO3BOJIIE CTYACHTY
OTpUMATH aTecTalliio 3 npeamety — 60 6aiB); MiICYMKOBU/ CEMECTPOBUM KOHTPOJIb,

[lincymKoBa OIliHKa 3aiKy BUCTAaBJISEThCSA K 3arajbHa cymMa OaniB HaOpaHMX 3a

Buau HaB4aIbHOI podoTH \Max KLJIBKIiCTEL 0aJ1iB

AyauTopHa

[TpaxTruni 3aBaanus (4 mp mo 10 6aniB — 6 Gamis 3a poooTy40
Ta 4 0aau 3a 3aKJIFOYHUM TECT 3 MPAKTUYHOTO 3aHSTTSI)

MoaynbH1 KOHTpOIbHI poboTH (2 pobotu o 10 6amis) |20

TectyBanns (2 TecryBanns o 10 GaiiB) 20

[HaMBITyabHE 3aBIaHHS 20

CnHCcoK peKOMeHI0BaAHMX JIKepet
OcHoBHA
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