Kadenpa xomn’rorepHoi iH:keHepil Ta iHpopmaniiHuX
TeXHOJIOT I

YEPHACHKUH AEPHABHUH

BISHEC-KONEAQH CUNABYC

ba3oBa indopmanisi mpo AUCHUILIIHY

HaszBa nucuuniinu CEO029 / Iludposa 6e3neka / Digital Security
PiBeHbL BHIIIOI OCBiTH / daxoBa nepeaBuIIa

(paxoBoi mepeABUIOI OCBITH

['any3b 3HaHb 07 «YnpaBiiHHS Ta aAMIHICTPYBaHHS»
CrneniajJbHiCTD 076 TlignpueMHUIITBO, TOPTIBIIS Ta O1p>KOBA AISLTHHICTh
OcaiTHs porpama [linmprueMHUITBO, TOPTiBIIS Ta OIPXKOBA AISUTBHICTH
CemecTp 4 cemectp (2 xypc 9 ki1.), 2 cemectp (1 kypc 11 ki)
dakyabTeT / BitieHHs BiniieHHs TiATPUEMHUIITBA Ta MAPKETHHTY

Kypc 2 xypc (9 x11.), 1 kypce (11 ki)

AHOTAILisl Kypcy HapuanpHa guciuIuliHa 30Cepe/’KeHa Ha BHUBYEHHI

ckiIamoBux  mudpoBoi  Oe3meKH Ta  3aXUCTY
iHbopMarrii, a Takoxk ix Kkimacudikamiid Ta
XapaKTepUCTHK. B Tporeci BHBUYEHHS  KypCy)
CTYICHTH  O3HAHOMIIOIOTBCSI 3 CYYaCHHMH
POrpaMHO-TEXHIYHUMH 3aco0aMH  3a0e3MeUeHHS
1udpoBoi OE3MeKH; HaBYATHCS BHSBJISTH OCHOBHI
3arpo3n  mUGpPoOBOi  OE3MeKH, aHali3yBaTh 1
BUKOPHCTOBYBATH TUIIOBI KpurrorpadidHi 3acobu Ta
METOAW 3axuCTy iHQopMmamii, y TOMy dYHCIi
CIICKTPOHHUN [MQPPOBUN IMIANMKUC, AHTUBIPYCHHH
3aXUCT.

Cropinka kypcy B MOODLE |http://78.137.2.119:2929/course/view.php?id=791

MoBa BUKJIQIaHHS yKpaiHChKa

JlekTop Kypcy bpeyc P.B., Buknangay, kaHaau KOMyHIKaIlii:
CJIH «Moodle»: moBimoMIIeHHS B YaTi
E-mail: breus.roksolana@gmail.com

Micue gucuMnJIiHA B OCBiTHii mporpami

OcBiTHsI mporpama [TimnpueMHUIITBO, TOPTiBIIA Ta OIP’KOBA TISUTHHICTH
Ilepesik saranbHUX3K 3. 3maTHICTP 3aCTOCOBYBAaTH 3HaHHS Yy
kommeTeHTHOCTEH (3K) MPaKTUYHUX CUTYaIlIsIX.

3K 6.31atHIiCTh BUKOPUCTOBYBATH 1H(OpMAIIiiiHI Ta
KOMYHIKaI1iH1 TEXHOJIOT 1.

3K 7. 3naTHiCTh 10 MOLIYKY, 0OpOOIEHHS Ta aHAJI3Y
1H(popMallii 3 piI3HUX JIKEpe.



mailto:breus.roksolana@gmail.com

Ilepenik creniaJIbHMX|
komnereHTHocTei (CK)

Ilepestik NPOrpaMHMX|
pe3yJbTATIiB HABYAHHS

PH 4. BukopucTOBYBaTH Cy4acHi KOMII IOTEpHI U
TEJIEKOMYHIKAllliHI ~ TEXHOJOrii  OOMIHYy  Ta
NOIIKUPEHHS MPOQPECIHHO CPSIMOBaHOI 1HPOpMAIIii y
chepi MIANPUEMHMIITBA, TOPriBIl Ta OIPkKOBOI
TISJIBHOCTI.

PH 5. 3naiificHioBaTH TOLIYK, CaMOCTIMHMMA BIIOIp

iHpopMalii 3  pBBHUX  JKepen y  cdepi
NiANPUEMHUIIBKOT, TOProBeJbHOI Ta  OIPXKOBOI
TISUTIBHOCTI.
Onuc TucHMILTiIHT

CTpyKTypa HABaHTa)KeHHS HA (3arajibHa KUIbKICTh roaud — 90

CTyJEeHTAa KitbkicThb KpeautiB  — 3
KutpkicTh NeKmiiHuX rogud — 14
KinbKiCTh MpakTUYHUX 3aHATH — 16
KinpkicTh TOAMH JJIi CaMOCTIHHOI poOOTH
cTyneHTiB — 60
dopmMma MiJICYMKOBOTO KOHTPOJIFO — 3aJTIK

MeToau HaBYUaHHS PosnoBins, Ilosichenns, becima, IHCTpyKTaX,

Jluckycis, [Ipaktuana po6ota, [IpoOH1 Bipasw,
TBopui BipaBu, Y cHi BiipaBu, [IpakTudH1 BIipaBu

3MicT AMCHUILIIHA

Tema 1. Beryn g0 aucuunsinm
undpona Oe3nexa.

Beryn no mudposoi Oe3mexu. OCHOBHI 3arposu
mudposit  Oesmemi.  I[lpunnunm  Oe3neku B
poBOMy cepeloBHIIl. [HCTpYMEHTH Ta METOIH
3axucTy. besnmexka B IHTepHETI Ta CoOMIaNBHUX
Mepexax. besnexka MoOUTbHUX MPUCTPOIB.

Tema 2. OcHOBHI 3arpo3m ajsi
0e3nekn iHdpopmamnii Ta
CIoco0M IXHbOT0 MOX0JIAHHS.

OCHOBHI TOHSATTS Ta BU3HAYCHHA. TWMHM 3arpo3
oesnekn  iH(opMmamii. Knacudikaris 3arpo3  3a
MeTonamu BIutuBy. [IkinmuBi mporpaMu Ta iX BUIIU.
3arpo3u uepe3 MOACHKHUI (akTop. 3arpo3m s
KOH(1IEHIIIMHOCTI, IUTICHOCTI Ta JOCTYMHOCTI
iHbopMarlii. 3axucT Bij 3arpo3 0e3nexu iHdopmarii.

Tema 3. MeToau
ayreHTH(IiKaLii Ta ynpaBJiHHSA
NOCTYNIOM 10 iH(popMamiiiHNX
cHCTEM

OcHOBHI ITOHATTS Ta Bu3HaueHHA. OCHOBHI METOIHU
ayreHtudikamii. Tunum ympaBIiHHS — JTOCTYIIOM.
[TpuHIIMIY MIHIMaTBFHUX MPUBLUICTB Ta HEOOXITHOTO
noctymy. TexHonorii ayreHTudikaii Ta ynpapiiHHS
TTOCTYTIOM.

Tema 4. OcobanBocTi
0e3me4YHoro 30epiraHHs JaHuX.

OcHOBHI TMOHATTS Ta BH3HAUYeHHSI. MertoaH
30epiranns ganux. lludpyBanHs gaHuX SIK METO.X
3axucty. KonTposbs goctymy no naHux. PesepBHe
KOITIFOBAaHHS JaHUX. 3aXUCT AaHUX BiA (PI3UYHUX
3arpo3. BUKOpHUCTaHHS TEXHOJOTIM ISl 3aXHCTY
naHuX. BUKOpUCTaHHS TEXHOJOTINH MJid 3aXUCTY
NTaHUX.




Tema 5. 3a0e3neyenus O0e3nexky
B KOMII'IOTEPHHUX MepexKax.

OCHOBHI NOHATTS Ta BU3HAYEHHA. TuUmNM 3arpo3 B
Mepexax. Mexani3mu 3axucty mepex. Llndpysanns
Ta 3aXUCT nepenaBaHHs AaHuX. KoHTpoas qoctyny B
Mmepexkax. besneka B 0e31pOTOBUX MEpEkKaX.

Tema 6. CouniagbHa iH/KeHepis
Ta npaBuja 0e31e4YHoro
BUKOPHUCTAHHSA coniaJbHMX
Mepex.

OCHOBHI MOHATTA Ta BHU3HA4YeHHI. Mertoau
coliaibHO1  1HXeHepii. Meroau 3axucrty  Bif
comianbHoi  1HxkeHepil. IlpaBuna  Ge3neyHoOro

BUKOPHUCTaHHS cOLllabHUX Mepex. OCHOBU Oe3nexy|
npu MyOJIKalisAX Yy COLIAJIBHUX Mepekax. Pusuky
BUKOPUCTAHHS COLIIAIBHUX MEPEX Il KOMIaHIN Ta
opraHizamii. [HCTpyMeHTH Ta TeXHOJOTil Jis
3aXUCTY Y COLIIAIbBHUX MEpexax.

Tema 7. be3neka nporpamMHoOro

OcHOBHI NOHATTY Ta BU3HaueHHs. OCHOBH O€3NEKH

3a0e3neyeHHs] Ta  pe3epBHENPOrpaMHOro 3abe3nedeHHs. Pe3epBHE KOMIIOBAaHHS

KOMilOBaHHS i BigHOBJeHHsAaHUX. BigHoBieHHs paHux. IHTerpaiis Oe3neku

NaHUX. IpOrpaMHOro  3a0€3NEYEeHHs Ta  PE3EPBHOIO
KOMIIOBaHHS. YTpaBIIHHSA PU3UKaMU Ta HaWKpanli
IPAKTUKH.

Tema 8. HoBi Hampsimkm BOCHOBHI TMOHSATTA Ta BHU3HaueHHS. [HTerpaiis

rajay3i nugpoBoi de3nekn.

MITYYHOTO IHTEJIGKTY Ta MAIIWHHOTO HaBYaHHSI.
3aXUCT NaHWX y XMapHUX CepeAOBHINAX. 3arpos3a
Ki0E€p3JIOYMHHOCTI Ta HOB1 BUJIM aTak. biomeTpuyHa
ayTeHTU(IKaIIisI Ta OaratodakTopHa)
ayTeHTH}IKaIlisg. 3aXUCT TMEePCOHAIbHUX JaHUX Ta
BinnmoBinHicTh perinamentam (GDPR, CCPA).
[aTepreT peueit (IoT) Ta ioro 6e3meka.

IMoaiTuka TMCHUILIIHA

ITosiTka BiaBiTyBaHHA

PerymsipHe  BinBiAyBaHHS BCIX BHWIIB  3aHSTH,
CBO€YACHICTh BUKOHAHHS CaMOCTIHHOI poOoTH. 33
00’€KTMBHUX  TPUYMH  (HaNpuKIag,  XBOpPoOa,
MDKHApOJIHE CTOKYBAaHHS) HABUYAHHS OPTaHI3yEThCS B
OH-TIaiH (GOpMiI 3a IOTO/DKEHHSIM 13 KEPIBHUKOM

IToaiTHka 1010 AeAIAaMHIB TA
nepecKJaagaHHs

Po6oTu, siki 34a10ThCSA 13 MOPYIIIEHHSM TEPMiHIB 6€3
MOBXHUX MPUYHH, OI[IHIOIOTHCS HA HUKIY
OITIHKY.

AKajJeMiuHa 100p0YeCHICTD

BUMAJKy HEIOTPUMAaHHS TMOJITUKA aKaJeMIqHOi
n00poYecHOCTI (TUiariat, camoruiariat, Gadpukartis,
dbanscudikaris, CIIMCYBaHHSI, oOMaH,
XxaOapHHUIITBO) nependayeHo MTOBTOPHE

IMPOXOKCHHA OI_[iHIOBaHHH.




CucremMa OLiHIOBAHHA
[IoTOYHMI KOHTPOJb 3IIMCHIOETHCS MPOTATOM CEMECTpPY Il Yac HPOBEAEHHS
[PAKTUYHUX, CEMIHAPCHKUX Ta IHIIMX BU[IB 3aHATH 1 OLIHIOETHCS CYMOIO HaOpaHUX
OaniB (MakcumanbHa cyma — 100 GamiB; MIHIMajdbHa Cyma, IO JO3BOJIIE CTYACHTY
OTpUMATH aTecTalliio 3 npeamety — 60 6aiB); MiICYMKOBU/ CEMECTPOBUM KOHTPOJIb,
MPOBOJAUTECS Y OPMI 3aJTIKY, BIAMOBIIHO A0 IpadiKy HABUYAJIBLHOTO IPOLECY.
[lincymKoBa OIliHKa 3aiKy BUCTAaBJISEThCSA K 3arajbHa cymMa OaniB HaOpaHMX 3a

pe3yJibTaTaMu TOTOYHOTO KOHTPOJIIO.
HakonnuyBaHHS peii THHIOBUX 0AJIiB 3 HABYAJIbHOI TUCUMUILTIHU

Buau HaB4aIbHOI podoTH \Max KLJIBKIiCTEL 0aJ1iB

AyauTopHa

[TpaxTruni 3aBaanus (4 mp mo 10 6amniB — 6 Ganis 3a poooTy40
Ta 4 0aju 3a 3aKJIIOYHUM TECT 3 MPAKTUYHOTO 3aHSITTS)

MoaynbH1 KOHTpOIbHI poboTH (2 pobotu o 10 6amis) |20

TectyBanns (2 TecryBanns o 10 GaiiB) 20

[HaMBITyabHE 3aBIaHHS 20

CnHcoK peKOMeHI0BaAHMUX JIIKepeJT
OcHoBHA
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